
LUNCH KEYNOTE ADDRESS 

Nearly 1000 members and guests   

registered to attend Global Resilience 

Federation’s Summit on Security & 

Third-Party Risk on October 7-8. 

Twenty-one keynote and  concurrent 

sessions during the two day event  

covered many aspects of supply chain 

and third party risk challenges.  

 

OPENING KEYNOTE : FUTURE OF 

THIRD-PARTY AND SUPPLY 

CHAIN SECURITY 

The keynote address, given by      

representatives from KPMG and 

Johnson & Johnson, focused on the 

future of third party and supply 

chain security. The speakers        

discussed changes in supply chain 

models as a result of the pandemic, 

which has introduced new risks. 

Speakers offered recommendations 

to secure the supply chain as a result 

of these amplified risks.  

See the session 

Lunch featured Jim Rosenthal, 

CEO of BlueVoyant who shared 

key insights and findings from 

their 2021 Global Insights Report. 

The report covered multiple      

industries and regions, and      

examined the response to          

cybersecurity in the supply chain. 

It also provided recommendations 

on how to manage the supply 

chain to protect the vendor       

ecosystem.  

Download the full report. 

See the session 
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BREAKOUT SESSION                   

RECORDINGS:  

 America’s Cyberinsurgency 

 Reflections on Navigating a Cloud    

Journey 

 Measuring the Impact of Supply Chain 

Risk 

 Maturing Security Operations in a     

Remote World 

 Recalibration—Returning to Normal 

with Your Third Party Assessment    

Program 

 Digital Supply Chain Threats—Prevent 

vulnerabilities in your software 

 Cyber Supply Chain Risk Management: 

There is Hope...and Help!  

 Effective Third-Party Risk Management 

 Supply Chain Security: Where the Global 

Policymaking Community is Heading 

 Regulatory Developments and the     

Impact on Third Party Risk Management 

 Response to Ransomware—Operational 

Resilience 

 Explain to Me What You Mean by           

Business Risk - Building a Threat     

Intelligence Function for the Operational 

Resilience Era 

 Consequence Driven Resilience: Utility 

Perspectives on Accommodating Cyber, 

Climate and Systemic Risk 

 Are Your Vendors Your Weakest Link? 

 Methodology for Actionable, Effective 

Threat Intel Combining All Aspects   

Intelligence for Success From a Medical 

Device Manufacturer 

 Value from Enterprise Cyber Risk     

Assessment 

 Ransomware Readiness: What Not to Do 

 Maturing a Startup Security Program 

 VERIS A4 Threat Modeling 

Thank You to  
2021 GRF Summit Sponsors! 

Visit the GRF Summit page to learn more 

about the event, and save the date for October 

27-28, 2022 at Gaylord National Resort. 

 

 

 

https://www.youtube.com/watch?v=fSvOheoMtLE
https://www.bluevoyant.com/resources/managing-cyber-risk-across-the-extended-vendor-ecosystem/
https://www.youtube.com/watch?v=KfK5tPPcibg
https://www.youtube.com/watch?v=QqbxMCXAXXw
https://www.youtube.com/watch?v=54vWoqPEYFg
https://www.youtube.com/watch?v=54vWoqPEYFg
https://www.youtube.com/watch?v=YOX4pgFrGiI
https://www.youtube.com/watch?v=YOX4pgFrGiI
https://www.youtube.com/watch?v=83eCoQFjQg4
https://www.youtube.com/watch?v=83eCoQFjQg4
https://www.youtube.com/watch?v=RpJiPJu1AlQ
https://www.youtube.com/watch?v=RpJiPJu1AlQ
https://www.youtube.com/watch?v=RpJiPJu1AlQ
https://www.youtube.com/watch?v=CYIRKAJ9ktA
https://www.youtube.com/watch?v=CYIRKAJ9ktA
https://www.youtube.com/watch?v=1F1H5QoEwUc
https://www.youtube.com/watch?v=1F1H5QoEwUc
https://www.youtube.com/watch?v=Q9OWmxX3fWI
https://www.youtube.com/watch?v=YvapUbkUWsA
https://www.youtube.com/watch?v=YvapUbkUWsA
https://www.youtube.com/watch?v=5MBPy4lROMk
https://www.youtube.com/watch?v=5MBPy4lROMk
https://www.youtube.com/watch?v=zyMGR4yBY2k
https://www.youtube.com/watch?v=zyMGR4yBY2k
https://www.youtube.com/watch?v=lOlDA4SHPps
https://www.youtube.com/watch?v=lOlDA4SHPps
https://www.youtube.com/watch?v=lOlDA4SHPps
https://www.youtube.com/watch?v=lOlDA4SHPps
https://www.youtube.com/watch?v=vsSi4VDuB98
https://www.youtube.com/watch?v=vsSi4VDuB98
https://www.youtube.com/watch?v=vsSi4VDuB98
https://www.youtube.com/watch?v=7rlKj0b-aWY
https://www.youtube.com/watch?v=TAL3cOqzgv0
https://www.youtube.com/watch?v=TAL3cOqzgv0
https://www.youtube.com/watch?v=TAL3cOqzgv0
https://www.youtube.com/watch?v=TAL3cOqzgv0
https://www.youtube.com/watch?v=-XL5YYmtBrM
https://www.youtube.com/watch?v=-XL5YYmtBrM
https://www.youtube.com/watch?v=fe2Ykm588Jc
https://www.youtube.com/watch?v=GK2aP7rorq0
https://www.youtube.com/watch?v=_mYvO4vzJXc
https://www.grf.org/summit/2021/overview


GLOBAL RESILIENCE FEDERATION— 

UPDATES AND COMING ATTRACTIONS 

BRC: ALL-HAZARD SHARING 

GRF introduced a new multi-sector community this year to foster  

sharing and cooperation regarding significant all-hazard incidents, 

threats, vulnerabilities and other factors that impact business and 

operational resilience. Business Resilience Council (BRC) publishes 

daily and weekly reports and provides alerts on physical, geopolitical 

and significant cyber threats and incidents. Hundreds of organizations 

have already joined to support development of playbooks and an     

operational resilience framework (ORF) to support recovery of critical 

services from disruptive events. To join this effort, please complete a 

membership application, or contact Chris Denning.  

 
 

EASE: SHARING WITH DENMARK 

The Energy Analytic Security Exchange (EASE) is an information 

sharing community of electrical, gas and other utilities in the U.S. and 

Europe. Sharing topics include malware, vulnerabilities in IT and OT 

systems, and nation-state threat actors that target ICS systems.     

Energi-CERT, the electrical information sharing organization of     

Denmark, is the newest member of EASE. It brings deep technical     

expertise, and has agreed to bidirectional information sharing. GRF is 

working on technical integrations with Energi-CERT to benefit EASE 

members and other communities in the GRF network. Reach out to 

Tim Chase for more information. 
 

 

K12 SIX: COMMUNITY BUILDER OF THE YEAR 

K12 Security Information Exchange (K12 SIX) was established last 

year as the first and only information sharing community focused   

specifically on securing U.S. K-12 education IT networks. Because of 

the rapid growth of this community and the supports it provides, K12 

SIX was voted the Community Builder of the Year and was recently      

featured on NBC’s The Today Show. This is a unique information  

sharing community dedicated to maturing cybersecurity for the sector, 

and enabling sharing of threats, incidents, vulnerabilities, and security 

practices. Join us at K12 SIX, or contact Doug Levin for information.  

 

 

 

 

 

LS-ISAO: AUTOMATION 

Legal Services Information Sharing and Analysis Organization 

(LS-ISAO) was established in 2015 to strengthen defenses 

within the legal community. It has since grown to nearly 150 

members of all sizes, worldwide. LS-ISAO has been actively 

sharing threat indicators and incidents, and teaming up for 

collective defense against emerging threats. Members can   

receive enriched intelligence in GRF’s threat intelligence    

platform and receive indicators of compromise directly through 

automation. Contact Jaquar Harris for more information. 

 

PROSIX: CISO ROUNDTABLE 

The Professional Services Security Information Exchange 

(ProSIX) was built for consulting firms of all types. KPMG and 

other top firms have joined together to help protect their     

proprietary information and the clients they serve through this 

collective defense effort. Threat calls provide a forum to share 

vulnerabilities and current incidents and collaborate on      

mitigation strategies. Members are now also participating in 

CISO roundtables to address the changing threat environment 

and discuss required strategic investments. Contact Richie 

Acuna for more information.  

 

UPCOMING CALLS/MEETINGS 
 
4 November 2021 
LS-ISAO Annual Gathering - topics include Outside Counsel 

Guidance and Security Questionnaire Response; Ransomware: 

To Pay or Not to Pay w/ AON; Cybersecurity and                  

Infrastructure Security Agency: Challenges and Opportunities; 

and Black Hills Information Security: Clouds... Clouds and 

Clowns are Evil 

 
5 November 2021, 3-5 PM ET  
K12 SIX Essential Protections Workshop. Contact Doug Levin 

for info. 

 
10 November 2021, 2 PM 
BRC meeting - U.S. Secret Service Network of Cyber Fraud 

Task Forces, Emphasis on New England Cyber Fraud Task 

Force w/ Don McGrail – Supervising Agent Boston; 2021/2022 

Winter Weather Forecast w/ NOAA / NWS Speaker; U.S.    

Domestic & International Events Impacting Business          

Resilience w/ GRF analysts. Open to interested non-members. 

For invitation contact Chris Denning. 

 
17 November 2021, 12 -1 PM 
K12 SIX - Membership Meeting. Contact Doug Levin for info. 

 
17 November 2021, 2 PM 
BRC meeting - open to interested non-members. For invitation 

contact Chris Denning. 

 
27 January 2022  
ProSIX CISO Roundtable - topics include Significant Threats 

and Events, Strategic Control Considerations, Best Practices 

for Board Engagement, and Operational Resilience. Contact 

Mark Orsi for details.   

GRF FOUNDATION  

GRF established the GRF Foundation, a non-profit, 501c3 with 

focus on cybersecurity and information sharing awareness, and 

research supporting collective defense. The foundation is      

pursuing grants, corporate sponsorship, and private donors that 

support improvements to security and resilience against threats 

and acts that could significantly impact vital services and the 

general safety of the public. Programs include support for public 

and private schools in the United States, small businesses, and 

other industry sectors that need assistance in improving their 

cyber risk maturity. For more information contact Edie Allyn-

Page. 

Contact info@grf.org with any general        

questions or visit @grfederation on Twitter or 

Global Resilience Federation on LinkedIn 
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